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light and dark side generative
Al

Every technology has its light and dark side. Generative artificial intelligence
IS NO exception.

We have been using generative Al on a daily basis since 30 November 2022,
when ChatGPT by OpenAl was launched. Since then, people have been
actively using the capabilities of generative Al for various tasks, both with
good intentions and not.

Today, we will talk about the dark side of generative Al, the negative aspects
of using generative Al, and the challenges we face when using generative Al.



Threats of using generative Al

The problem of inaccurate results in the answers of generative Al.

Often, users perceive the answer provided by generative Al as truth, as encyclopaedic
knowledge. This is especially true when a person asks a question about something in which
they are not an expert or do not have a sufficient level of knowledge. In this case, such a
person cannot notice inaccuracies or fake information. Often, in this case, a situation of Al
hallucination arises, when the answer received looks quite truthful, but in fact it is not.

This problem can be used to spread disinformation, influence public opinion, etc.

Previously, the generative Al model provided an answer solely based on its own dataset and
this problem was under control, but now generative Al can also use Internet searches to
generate such an answer, and this leads to an increase in the number of possible inaccuracies.



The problem of inaccurate results in the answers of generative Al.

Case Study 1.

For example, a website is created with fake information,
fake scientific articles, or even a full-fledged website of a
fake journal. The generative Al model may take information
from such a website when forming its response, and you
will receive a text containing fake information. The person
may not even doubt the veracity of the information, which is
actually fake, as the generative Al response will contain a
link to an existing website that looks quite normal at first
glance. And in this case, the person will not consciously
generate further fakes.

Sdenentive Al
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Bias

Generative Al models create new content based on existing content previously created by
humans. Therefore, the bias of Al essentially reflects the bias of people, those stereotypes that
are widespread in society. Bias can be used to create fakes and be subject to manipulation.
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case S'I'Udy 2.1 £ Create an image of an apple.

A detailed and realistic depiction of a fresh,
glossy red apple with a green leaf attached to its
stem, placed on a light wooden surface, softly lit

® to highlight its texture. The background is blurred
with subtle earthy tones to emphasize the apple's
vivid color.

@ Konitosatn

Here is the image of a detailed and realistic apple. Let me know if there are any adjustments you'd

like!
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Bias

Case Study 2.2 g
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A detailed and realistic depiction of a single red
rose with delicate petals, a fresh green stem, and
a few leaves. The rose is placed against a softly
blurred, neutral background, with soft lighting to
highlight the vibrant red color and texture of the
petals.

Create an image of a rose.
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Here is the image of a detailed and realistic rose Let me know if you'd like any modifications!
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Bias

Case Study 2.3

124 Create an image of a bus.

Here is the image of a modern city bus. Let me know if you'd like to modify any details!
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A realistic image of a modern city bus, painted in
A’\ bright colors like blue and yellow, with sleek and

clean lines, parked at a bus stop in an urban
setting. The bus has large windows, detailed
headlights, and a digital display showing its
route. The background includes a few trees, a
sidewalk, and distant buildings under a clear sky.

@ Konitosatu
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Bias

C a s e St u dy 2 . 3 I'm English. Create an image of a bus.

< 5/5

Here is the image of a classic red double-decker bus. Let me know if you'd like any changes or have

additional requests'

e 6Py

Here is the image of a modern double-decker bus in red, inspired by the iconic London buses.

OO PY

I'm English. Create an image of a bus.

3anut

A realistic and detailed image of a classic red
double-decker bus, inspired by iconic London
buses, parked on a cobblestone street. The bus
features the traditional ‘London Transport' logo,
with a clear view of its windows and staircase. The
background includes historical brick buildings
and subtle greenery, under a cloudy sky.

@ Konitosatnn
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Bias
Case Study 2.3

I'm English. Create an image of a bus.
I'm English. Create an image of a bus.

.
5 . . Worked for 3s
Sure, here is an image of a bus: I'm English. Create an image of a bus. b
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Deepfake
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Deepfake
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Deepfake
Case Study 3.1

Creating a Deepfake is becoming easier and easier, and there are more and more tools.

> C 25 https://www.faceapp.com By &

F e FaceApp FEATURES MEDIA CAREERS
ace‘ ‘pp NU IVIUKE FIUUKD DFEN T UN FRAUITUSAUF

The Al-driven photo-editing application that offers more than 60+ filters

< € % httpsy//www.faceapp.com & x O

FEATURES MEDIA CAREERS ABOUT

j

%
Most Popular h
L L3 1;
Selfie Editor ~ | IMPRESSION oL
Boost your attractiveness and get that realistic The viral Al transformation that stormed the
3 y makeover for your best selfie ever Internet

Selfie magic with just one tap

’ Download on the \ GET IT ON
& Appstore '/’ Google play

¢ App Store Google Play 500M+
¢ ¥ ¢ 24 ¥

*h TopAPPOF2019 $F Y4 ToP10F2019 % powNLOADS %

RETOUCH BEARD
Smooth out any spots and wrinkles Experiment with your facial hair



Deepfake
Case Study 3.1

DeepfakeWEB

< C 25  https://deepfakesweb.com

(Z) DEEPFAKES ves

B % O

Celebrity Deepfakes Al Image Generator Premium  Signup Login

Online Deepfake

Maker

Deepfake App to swap faces using Al.

Create a Deepfake Video

25 https://deepfakesweb.com B Q W 3

How to Make a Deepfake Video

Step 1. Upload Your Source & Target Videos

Step 2. Let the Al Learn and Render your Video

3. Download or Watch your Newly Created Deepfake Video

You can now wi video

4. Reuse your model

falues are, the higher the quality will be. (They shoul

PG ro2sats @ & Yodlibe' 2

Pricing
$5 /100 credits
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Deepfake
Case Study 3.1

< c % https/reface.ai & X g & — c 25  https://reface.ai B W 3} & @

reface
products company products company

% It'sgolden ) % It's golden

Enjoy instant | Enjoy instant
face swaps - face swaps

Create amusing videos and photos using our
advanced Al face swap tool

Create amusing videos and photos using our
advanced Al face swap tool

Explore catalog Explore catalog

x

x
Bet 30% off Unboring Bet 30% off Unboring now
Copy exclusive promo { Copy exclusive promo code




Deepfake

Case Study 3.2

Midjourney allows you to create photorealistic images at a

text prompt.

< c 25 https://www.midjourney.com/explore?tab=top

Midjourney
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@ Edit
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https://www.midjourney.com/jobs/95cd0632-5b5a-41fd-a7cc-8daeabb74fc0?index=0
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A vibrant and healthy salmon power bowl with quinoa, spinach, avocado, eggs, olives, and tomatoes Dimensions: 16:9

uhd, compliance officer discussing regulations with a driver

armando035446 13h

A vibrant and healthy sal
power bowl with quinoa,

O
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spinach, avocado, eggs, olives,
and tomatoes Dimensions: 16:9

stylize 700

content]_bclicks_81. 22r

Uhd, compliance officer
regulations with a driver

ar 9:16

Search Image

discussing
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Fact checking

Case Study 4.1

The easiest way to protect yourself from fakes is to use information only from verified sources, or from
several sources, and check the facts.

Case Study 4.2

One of the ways to fight against deepfake audio can be
the following advice - to formulate a code phrase that
can be called if necessary and prove that your
interlocutor is not a fake.




Fact checking

Case Study 4.3 Go gle

Images
To identify visual deepfake, you can use Google Images - image search. You can find

where else the image has been used. F

However, Google Images can be circumvented - it is enough to make a mirror image ‘ ..
of a real photo and Google Images may not know the original source.

Case Si‘Udy 4.4 & TinEye

Reverse Image Search

Find where images appear online. How to use TinEye.

TinEye helps not only to search for pages on which
the image was previously published, but also to filter
the results according to the following parameters:

e Date (latest or oldest);

* File size and weight;

® The number of publications on this or that site or
domain.

q Add TinEye to Chrome




Fact checking

C q s e S t u d Y 4 ° 4 < (¢ 25  https://29a.ch/photo-forensics/#forensic-magnifier B W & &

! Forensically®®® openFile Help

Magnifier

For deeper image fact-checking, you can use the
Forensically service.

Magnification

Can perform Noise Analysis, Error Level Analysis, or
Clone Detection on an image.
This way, you can spot photo editor tampering.

Clone Detection

Noise Analysis

The program also shows key technical parameters,
such as ‘ e
the time when the image was taken, Bl R RN vt O
the size and weight of the file, R
the characteristics of the camera used to capture the
Image, etc.

Principal
Component

Analysis




Fact checking

Case Study 4.5
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When it comes to Al-generated videos, it's not T ,‘ ey BEe

easy to make a good deepfake. | . L
® &
Therefore, many fakes can be recognised LT . T

through careful viewing and common sense.

Critical and analytical thinking 'ﬂfﬁ-'_":“"
is today an effective tool for Lddl " '" " .
identifying fakes. e



Trainer services that help you improve your fake detection
skills.

[«
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About Contact Donate

Watch frame by frame

The Watch frame by frame site allows you

to view videos frame by frame, which Watch YouTube and Vimeo videos
helps detect deepfa kes faster frame by frame and in slow motion
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Trainer services that help you improve your fake detection
skills.

C 25 https://detectfakes.kellogg.northwestern.edu & Q % b} &,

DETECT FAKES ABOUT CONSENT INSTRUCTION!

DETECT FAKES

Al-generated or Real?

Take a look at this image and share whether you think it is generated by AI or not, and how confident you are in this judgment. You have unlimited time to look at th:
image.

you can try yourself as a fake detector

[T have seen this before.

O Real: This is a real image.
O Fake: This is a synthetic image generated by AL

*
* 000 0000 @ Slide the dot to share your confidence



Trainer services that help you improve your fake detection
skills.

o

& C 2o https://innovation.dw.com/sharpen-your-senses/index.html & X 3 &

Sharpen your senses share:

and strengthen your verification skills

Sharpen your sense

Verification is not just about tools. Essential are our human senses. In this training you will find exercises to sharpen your vision and
Whom can we trust, if not our own senses? hearing skills. Each activity has three exercises at three levels: easy,
training your visual and auditory skills to L O e T
g y y “The world is full of magic things, patiently waiting for

our senses to grow sharper.” (W.B. Yeat Doing these exercises will make you more confident to detect the

re CO q n ize fa kes . almost (in)visible traces in synthetic and manipulated media like

blurred spots, missing pieces or a change of voice emphasis and cut

We created a training for you, so that you are able to take full & paste manipulation within a speech.

advantage of your senses. ) )
9 y Go full screen for the optimal experience

@ %.

Active observing Precise Listening
Click on an exercise and train your eagle eyes. Click on an exercise and train your lynx ears.
Tip: Take a close look and gather the facts. Tip: Close your eyes.
I Bubble Mix ‘ I Voice Clone ‘
L)
L] : I 20 Hints ‘ I Critical Listening ‘
L L1}
L . I Overall Progress: 0%
| J [ ] 1] L I ] *
* 29 &9 o8 & 9 90 * 20089
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